CHAPTER 1

GENERAL | NFORVATI ON

A. PURPOSE

1. In accordance with DoD
Directive 5100.76 (reference (f)),
this Manual prescribes standards and
criteria for the physical security of
DoD sensitive conventional arns,
amuni tion, and expl osives (AA&E),

i ncl udi ng nonnucl ear mssiles and
rockets in the custody of any DoD
Component or DoD contractor, as set
forth below and in Appendix A
Specific guidance issued by the DoD
Conponents shall be furnished to the
ASD (C3I) within one (1) year.

2. The standards and criteria
in this Manual are intended to
protect against |oss or theft of AASE
at nost DoD activities and DoD
contractors; however, the threat or
characteristics of a particular
| ocation may warrant additional
security neasures subject to approval
by the DoD Conponent concerned. The
DoD Conponents shall establish
procedures to review all mlitary
construction projects to ensure they
meet prescribed construction
criteria. This Mnual does not
aut hori ze nethods or operations
| nconsi stent with DoD 6055.9-STD
(reference (g)).

B. SCOPE
1.  This Manual applies to
sensitive conventional AA&E

consi dered vulnerable to crim nal
theft under the criteria of Appendix
A and as defined as follows:

a. Arns, weapons that
will, orare designed to, expel
projectiles or flame by the action of
an explosive, and the franes or
receivers of any such weapon.
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b. Amunition, as defined
in the definitions section and in
general having a unit issue or
package weight of 100 pounds or |ess
(specified in Appendix A).

Ammuni tion excluded from the

requi renents of this Manual are:

(1)

. _ (2) Devices charged
with chem cal agents, except for

t hose specified in Appendi x A

Nucl ear \Weapons;

(3) Blank, .22
caliber and inert training
amuni tion; and,

(4) Artillery, tank,

nmortar anmmunition 90mm and | arger,
and naval gun ammunition 3 inches,
76mm, and | arger.

c. Explosives are defined
in the definitions section. The
scope of this Manual is limted to
categori zed explosives specified in
Appendi x A

3. AA&E itens covered by this
Manual shall be stored and
transported in accordance with this
Manual .

4.  The DoD Conponents shal
prescri be physical security
requi renents for AA&E itens outside
the scope of this Minual as described
in DoD 5200.8-R (reference (h)).

5. The criteria in this Munual
are intended for sites where AARE is
mai nt ai ned during peacetine

conditions, and not for military
operations, force generations,
exercises, or operational readiness
| nspections. For sites and

operations not specifically covered
in this Manual, the DoD Conponents
shal | establish requirenents and
procedures to provide protection for
AASE consistent with the phil osophy
in this Mnual.



C. RESPONSI Bl LI Tl ES

1. The. Secretaries of the

Director,
shal | ;

Def ense Logistics Agency,

a. Ensure that AA&E in
their custody are protected in
accordance with the requirenments of
this Manual .

b. Ensure that contracts
i nvolving Categories | through IV
AASE (as defined in Appendix A) at
contractor facilities describe the
standards of protection to be
provided to these assets in
accordance with Appendix D of this
Manual and ensure by contractual
cl ause access to prime and
subcontractor facilities to enable
the Government to conduct security
surveys, inspections and
| nvestigati ons.

c. Provide cognizant
Def ense Investigative Service (DIS)
i ndustrial security offices copies of
each new AA&E contract or pertinent
extracts (contract physical security
standards) that involve the
categories of AA&E listed in Appendi x
A, at the time of the contract award.
Provi de copies of existing contracts
or pertinent extracts at the time of
contract renewal. A listing of
Gover nnent - Fur ni shed Equi pment (GFE)
shal| be included as part of the
pertinent extracts from AAGE
contracts.

d. Notify the cognizant
DIS industrial security office when
preaward surveys are required to
allow for their participation in the
survey, as necessary. A list of DIS
cogni zant security offices and their
addresses is provided in Appendix D

e. Ensure that shipnent of
all categories of AASE to a DoD
facility froma contractor or
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subcontractor facility neets the
provi sions of this Mnual.

f.  Ensure that all
Cat egories of AA&E are shipped to
contractors or subcontractors in
accordance with this Mnual .

. Ensure that AA&E risk
categories (I, 11, 111, IV) are
reflected in all applicable AAGE
prime and subcontracts in accordance
with the criteria outlined in
Appendi x A to guarantee correct
i dentification and conplete
under st andi ng by DIS industri al
security inspectors, admnistrative
contracting officers (Ac0s), and
prime and subcontractors concer ned.

h. Advise cogni zant DIS
i ndustrial security offices of
actions taken by contractors,
subcontractors, Government procuring
of ficers or Government contract
admnistration officers in response
to DIS AA&E inspection deficiencies
and recommendati ons.

2. The Drector. Defense
| nvestigative Service (DIS), shall:

a. Assess contract
conpl i ance by conducting security
surveys and inspections of
contractors wthin the United States,
prescribed in Appendix D.

b. Provide to the
appropriate Government contract
adm ni stration office, Governnent
procurenent contracting office, and
DoD Conponent Mjor Conmand the
results of such surveys and
i nspections.

c. Undertake assessment of
contract conpliance only when DI'S or
Federal entry authority is
contractually present as required by
paragraphs C.l.b and c., above, and
the physical security requirenents of
Appendi x D are established
contractually.



d. Not enter contractor
facilities unless the actions
required in paragraphs C.l b., C.,
d.9 and h., above, have been
acconpl i shed.

3. Inspector General. DoD
shall: Monitor conpliance by Defense
Crimnal Investigative O ganizations
for reporting and investigative
requests of this Mnual.

4. Heads of DoD Components

shall: Inplenment the requirenments of
this Manual .

D. INFORMATION REQUI REMENTS

Al incidents about the
confirmed | oss, theft, and discovery
of AA&E shall be reported in
accordance with Chapter 8. This
reporting requirenent has been
assi gned Report Control Synbol DD-
C31( SA&AR) 1358.
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